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Ayrentudukanus

bezonacuocTs nHbOpManuu

l'ocynapcrBenHas
nHpOpPMAIMOHHAS CHCTEMA

Hoctyn k nuHGopmMauu
HocTtynmHoCTh

3amura uHbOopMauu
OT HECAaHKLMOHUPOBAHHOTO
JocTyna

Samuiaemas HHGOPMAIIHS

Nnentuduxarnus

Nudopmannonnas cucrema

NudopmanronHsie pecypcsl

Nudopmanrionusie
TEXHOJIOTUU

Nudopmanmst

KoHnTponupyemas 30Ha

KoudunenmnuansHoCcTh

TEPMUWHBI U ONPEJIEJEHUA

JelicTBust 10 mNpoBepKe MOMIMHHOCTH CYOBEKTa JI0CTyIa
B MH(POPMALIMOHHOH cUCTEME

CocrosiHMe  3aUIUIIEHHOCTH HH(GOpMAIMU, TPU KOTOPOM
obecrieyeHpl €€ KOH(UACHIMAIBHOCTh,  JOCTYITHOCTh
U IIETIOCTHOCTb

WNudopmanronnas cucrema, cozaBacMas B IEJISIX pean3aiun
MOJTHOMOYU I roCyJIapCTBEHHBIX OpraHoB
U oOecrieueHuss oOMeHa wuH(pOpMAIMEd MEXAy ATUMHU
OpraHam¥, a Tak)K€ B HMHBIX YCTAaHOBJICHHBIX (pelepaabHbIMH
3aKOHaMHU IIEJIsIX

Bo3MosxHOCTB TIOTydeH!s] HH)OPMAIIUK U €€ HCIIONb30BaHHMS
Cocrosinue wHMOPMAIUH, XapaKTEPU3YEeMOE CIIOCOOHOCTHIO
TEXHUYECKUX CPEICTB W HHOOPMANMOHHBIX TEXHOJOTHIMA
obecrieunBaTh OECHPENSATCTBEHHBIN JOCTYHN K HH(OpManuu
CyOBEKTOB, HIMEIOIINX HA 3TO TIOJTHOMOYHS

3ammra WHQOpMAIMK, HampaBlieHHas Ha MPEIOTBPAILICHHE
MOJTyYeHHsT 3alllMIaeMoi WH(OpMAIMKA 3aWHTEPECOBAHHBIMHU
CyOBEKTaMHU C HApPYINICHUEM YCTAaHOBJICHHBIX HOPMATHBHBIMH
U TPaBOBBIMH JOKyMEHTaMHU (aKTaMM) WK 00JaiaTeNsIMU
vHGOpMAIIMKA TIpaB WM TPaBHJ pa3TPaHWUYCHUS JIOCTYIaA
K 3aluniaeMoi nHpopMaImu

Nudopmanusi, sABIAOMAACS NPEAMETOM  COOCTBEHHOCTH
U TIOJUIeKamiasi 3alluTe B COOTBETCTBUU C TpeOOBAHUSIMU
MIPABOBBIX JOKYMEHTOB W TpeOOBaHUSAMU,
yCTaHABJIMBAEMbIMHU COOCTBEHHUKOM MH(OpMaIuu
[IpucBoenune cyobekTaM U 00bEKTaM JIOCTYIa HACHTH(UKATOpa
u (W) CcpaBHEHHE TMPEABSIBIIEMOTO HACHTU(HUKATOPA
C TIepEeYHEM MPUCBOCHHBIX UACHTH(PUKATOPOB

CoBOKYIHOCTh cojiepikalleiics B 0a3ax JaHHBIX HH(opManuu
u obecrieunBarOIIMX ee  00paboTky  MHGOPMAIIMOHHBIX
TEXHOJIOTUI U TEXHUYECKUX CPE/ICTB

OtnenbHBIE JOKYMEHTBI M OTAEIbHBIE MAcCCHBBI JTIOKYMEHTOB,
JOKYMEHTBl ¥  MAacCHBBI  JIOKYMEHTOB, COJEp Kallrecs
B MHPOPMAIIMOHHBIX ~ cUCTeMax (OmOIMOTeKax, apxuBax,
donmax, baHKax JaHHBIX, UH(OOPMALIMOHHBIX CHUCTEMaX APYTUX
BHJIOB)

[Ipouecchl, MeTonbl MOUCKA, cOopa, XpaHeHHs, oOpabOTKH,
MPEIOCTABIICHHUS, PACIIPOCTPAHECHUSI UHPOPMAIIMH U CIOCOOBI
OCYIIIECTBIICHUS TAKUX MPOLIECCOB M METO/I0B

CaeneHnus (cooOrmieHwus, JTAaHHBIC) HE3aBUCUMO
OT (hopMBI UX TIPEICTABICHUS

[IpoctpancTBo  (Tepputopus, 3AaHHE, YaCThb  3/aHUsA),
B KOTOPOM HCKJIFOYEHO HEKOHTPOJIMpYyeMoe NMpeObIBaHUE JIUII,
HE MMEIOLMX [OCTOSIHHOTO MJM  pPa3oBOr0  JOIYCKa,
Y TIOCTOPOHHHX TPAHCIOPTHBIX CPEACTB

OO6s13aTenbHOE 1S BHITIONHEHUS JTUIIOM, TOJTYYHBIIUM JOCTYI
K omnpeaeneHHoOW wuHopmanuu, TpeOOBaHHWE HE IepeaaBaTh
Takyl0o HHPOpMAIMIO TPEThUM JHUIaM 0e3  corjacus
ee obnaaarens



O06paboTka mepcoHaIbHBIX
JaHHBIX

Omnepatop

[TepconasibHbIE TaHHBIE

Yrpo3za 6e3omacHoCTH
nHpopmanuu

VYa93BUMOCTD

IlenocTtHOCTH

JeiicTBus (omeparum) ¢ NepCOHANBHBIMH JaHHBIMH, BKIIIOYAs
cbop, cucTeMaTH3alnio, HAKOIUIGHWE, XpaHEHHE, yYTOYHEHHE
(oOHOBJIEHUE, U3MEHEHHE), UCIIOJIB30BAHNE, PACIIPOCTPAHCHHE
(BTOM wumcne mnepenaudy), o0Oe3nMUMBaHUE, OJOKHPOBAHUE,
YHUYTOKEHHE TIEPCOHAIBHBIX JTAHHBIX

TpaXIaHUH WIM OPUAAYECKOE JIUIO, OCYIIECTBIIIONINE
JEeSITEIBHOCTDh MO JKCIUTyaTallud MH()OPMAITMOHHOW CHCTEMBI,
B TOM uHcie 1mo oOpaboTke wH(OpMANWHU, COAepKaIiiencs
B e 0a3ax JaHHBIX

JIrobast nH(pOpMAIHs, OTHOCAIIAACA K MPSIMO WIA KOCBEHHO
OTIPE/ICTICHHOMY WJIH OTIpeCIIsieMOMY (PH3UIECKOMY JIUITY
CoOBOKYNHOCTh ~ YCIIOBUH M (DaKTOpOB,  CO3JAIOLINX
NOTEHINATHHYIO WIH peanbHO CYIIECTBYIOUIYIO
OTIaCHOCTH, CBSI3aHHYI0O C  yTeUykod  wmHopManuu
W/WIIM HECAHKIIMOHUPOBAHHBIMU W/WJIA HETIPEeTHAMEPEHHBIMH
BO3JICUCTBUSIMU Ha Hee

HenocraTox (cmabocTts) MIPOrpaMMHOTO
(IporpaMMHO-TEXHUYECKOTO) CPEACTBA WIH HH(POPMAIIMOHHOM
CUCTEMBl B II€JIOM, KOTOpBIH (KOTOpas) MOKET ObITh
WCTIONIb30BaHA  JUISI  peaju3allid  Yrpo3  0e30MacHOCTH
nHpopmanuu

VYcroitunBocTh MH(OpPMAaMM K  HECAaHKIMOHUPOBAHHOMY
WM CITy4ailHOMY BO3/IEHCTBHIO Ha Hee B Ipoliecce 00paboTKu
TEXHUYECKUMHU CPEACTBAMH, PE3yJIbTATOM KOTOPOIO MOJKET
OBITh YHUYTOXKCHHE U UCKaKeHHE MHMOPMAIH



OBO3HAYEHWA N COKPALLEHP1A

FOCTP "ocyaapcTBeHHbIN cTaHAapT Poccuiickon depaepauum

Monntuka Monutmka WHGOPMALMOHHON 6Ge3onaeHoeTU [ ocyAapcTBEHHOMO
OMKETHONO  [OLLKOMbHOrO  06pa30BaTe/IbHOr0  YUPEXAEHWS
netckuia cag Ne 63 Mpumopckoro paiioHa CaHKT-MNeTepbypra

reaoy ocyfapcTBeHHOe GHOMKETHOE  [OLIKOMbHOe 06pa3oBaTesibHOe
yupexaeHune fetckmii cag Ne 63 TMpumopckoro paioHa CaHKT-
MeTepbypra

®CB Poccun depnepanbHas cnyxb6a 6e3onacHocTy Poccuiickoin deaepaumm

®CT3K Poccuun depnepansHas cny>k6a No TEXHNYECKOMY 1 3KCMOPTHOMY KOHTPOJHO



1 OBIIME NOJOXEHUSA

HaCTOHH_IaH Ilonutuka saBIgeTCH JOKYMCHTOM, ONPCACIIAIOIINUM HAIIPaBJICHUA ACATCIBHOCTU
B obOmactu obOecrieueHuss WHPOPMAIIMOHHOW  O€30MAaCHOCTH ¥ TPEACTaBIsICT  Cco0O0M
CHCTEMaTH3MPOBAHHOE M3JIOKEHHE 1esIel U 3a/1a4 MH()OPMAIIMOHHON 0€30MacHOCTH, KaK OJHO HIIH
HCECKOJIBKO IIpaBuJI, MpoUcayp, MPpakTUUICCKUX IMPHUEMOB U PYKOBOAAIIWX HNPUHIHWUIIOB, KOTOPBIMU
pykoBojcTByeTcst I'ocynapcTBeHHOe 0I0[:KeTHOE JOIIKOJbHOEe 00pa3oBaTe/ibHOE YUpexKIeHue
nerckuii cag Ne 63 IIpumopckoro paiiona Cankr-Ilerepoypra (mamee- I['BAOY)
a TaxKiK€ OpraHu3aliMOHHBIX, TCXHOJOTHYCCKUX W MNPOUCAYPHBIX aCIICKTOB obOecrieueHus
MH(POPMAIIMOHHON 0€301acCHOCTH.

[Monoxxenust  Hacrosimedt  [lonmuTuku  HE  pacmpoCTpaHstOTCA  Ha  olecrieueHue
nH(pOpPMaLMOHHON OE30MaCHOCTH CBEJICHHH, COCTABIISIONINX FOCYIaPCTBEHHYIO TaliHY.

OcHoBHOM 3amaveit B oOmactu uHpOpManuoHHOM Oe3omacHoctd ['BJIOY mpusHaer
COBEPIICHCTBOBAHWE MEp U CpEeACTB oOecnedeHusl 3aliuThl HHGOpPManuKu HHPOPMAIMOHHBIX
pecypcoB I'BJIOY B KOHTEKCTE pa3BUTHs 3akoHonaresbcTBa Poccuiickoit depepanum U HOPM
perynupoBaHusi UHGOPMAIMOHHON JAESITETbHOCTH B TEKYHIMX YCJIOBUSX (DYHKIIMOHUPOBAHMS
MH(OPMALMOHHOTO TOJIS.

[Ipu pazpabotke [IoTUTHKN yUYUTHIBAINCH OCHOBHBIE IPUHIIMIIBI CO3JJAHUS CUCTEM 3alllUThI
nH(pOpMallUK,  XapaKTEPUCTHUKM M  BO3MOKHOCTH  OpPraHU3aIMOHHO-TEXHHYECKHX  MeEp
Y COBPEMEHHBIX ITPOTPAMMHBIX U aIllapaTHO-ITPOTPAMMHBIX CPEJICTB 3aIlIUTHI HHPOPMAIIHH.

B pamkax cBoeii nestensHoctd I'BJIOY  00s13yeTcsa NpeAIpUHUMATh BCE BO3ZMOXKHbBIE MEPHI
JUTSI 3aITUTHI KHPOPMAIIUK OT yrpo3 0€301MacHOCTH HH(POPMAIIHH.

TpeboBanus nHGOPMAITMOHHOM O€30TTACHOCTH, COOTBETCTBYIOT IEJSIM JieaTelbHOCTH [ BII0Y
U TpeJHa3HAuYeHbl JUIsl CHW)KEHMSI PHUCKOB, CBSI3aHHBIX C pealu3alueil yrpo3 0e30MacHOCTH
nHpopMaIuu.

[TonuTtnka noctynHa BceMm padoTHrKaM ['BJIOY 1 BCEM MOJIB30BATEIISIM €T0 PECYPCOB.

2 IEJH U 3AJTAYU OBECIIEUEHUSI HTH®OPMAIIMOHHOM BE3OITACHOCTH

Cy0bexkTbl HHGOPMANUOHHBII OTHOLIEHUM

Cybbektamu mpu obecrieueHUN HHPOpMaMOHHOM 6e30macHOCTH B IT'BIOY sBistOTCS:

PabOTHUKU CTPYKTYPHBIX MOJIpa3AesieHuil (B TOM YKCie YBOJICHHBIE);

rpaxzaane, paboTarolue mo JOroBopaM rpakJJaHCKO-IIPaBOBOTO XapaKTepa;

¢buznueckue nuIa, MPEICTABUTENIM KOHTPAreHTOB B paMKaX HCIOIHEHUS JIOTOBOPHBIX
00513aTEIBCTB;

(buzuveckue nuIa, nojasmue oopamnieHue B aapec 'OV,

IOpUAMYECKUE JIUIA, B PaMKaxX HCIIOJHEHUS JOTOBOPHBIX 00S3aTENIbCTB WIJIM BO HCIOJIHEHUU
TpeOOBaHUI CO CTOPOHBI 3aKOHOIaTeNbCTBA Poccuiickoit denepanuu;

OpraHbl rOCyJJapCTBEHHOM BJIACTH.

O0beKkThl HHPOPMALMOHHBIX OTHOLICHHU I

O6bexkTamMu HHOOPMALIMOHHBIX OTHOIICHUH SBIISIFOTCS:

uHpopMmanroHHsle pecypcsl ['BJ10Y;

rocylapcTBeHHble ~ WH(GOpMalMOHHbIE  cucTeMbl  OmepaTtopoM  KOTOPBIX  SIBISIETCA
I'A0Y,

nporeccbl 00paboTkU HH(popMaMK B UHPOPMALMOHHBIX cucteMax ['BJOY, nHpopMalnoHHbIe
TEXHOJIOTHH, perjiaMeHThbl u MPOLIETypPhI cbopa, 00paboTKH, XpaHEHUs
U miepenadu nHGopMaIuu;

uHopMalMoOHHAas HMHQPPACTPYKTypa, BKIIOYAIOMIAs CHUCTEMBI 00pabOTKH, XpaHECHHS
Y aHaM3a nHPOpPMAIINH, TPOTPaMMHBIE U MPOTPAMMHO-aNMapaTHbIe CPEICTBA, B TOM YHCIIe KaHAIbI
CBSI3U UTEIEKOMMYHHKAIIUU;

CUCTEMBI M CPEJICTBA 3aIIUTHl HH(POPMAIUU, OOBEKTHI M MOMEIIEHUS, B KOTOPBIX pa3MeIIeH bl
cpeactBa o0paboTKM HHPOPMALIUH.
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Hean obecnieyennsi ”HGOPMAIUOHHOI 0€30MACHOCTH

OcHoOBHO¥ 11eNbI0 00ecrieueHnss HPOpMaAITMOHHOM Oe3onacHOCTH ['BJIOY SBISIOTCS NEHCTBHS
HaIpaBJICHbI HA JIOCTIKEHUE 3aIIUTHI CYyOBEKTOB MH(DOPMAIMOHHBIX OTHOMICHHHA OT BO3MOXKHOTO
HAaHECCHHMSI MM MAaTepUaIbHOTrO, (DU3MUECKOTO, MOPAIBLHOTO WM HMHOTO yIepda, MOCpPeaCTBOM

CIIy4aitHOTO WA IIPEAHAMEPEHHOI O BO3JICUCTBUSA Ha uHpOpMaLHIO,
B TOM YHCIIE:
obecrieueHHs OTKa30yCTOMYHUBOTO (yHKIIMOHUPOBAHUS IIPOrPaMMHBIX

U almapaTHO-IIporpaMMHEIX cpelacTB I'BJIOY U npenocTaBiIsieMBIX CEPBUCOB;

COONIONICHUST TIPABOBOTO PEKUMa HUCIOJIB30BAHUS MAaCCHBOB U CpPEACTB 00paboTKH
nHpOpMaNnH;

MPEJOTBPAILICHHS] pean3ald Yrpo3 0e30MacHOCTH HH(POPMAIMK MpPH OCYHIECTBICHUU
nearenbHocTd ['BJIOY.

3agauu obecneyeHusi HHPOPMALMOHHOI 0€30MACHOCTH

JocTtmwkenne neneit odecredeHuss ”HGOPMAIMOHHON 0€30TTaCHOCTH U CBOMCTB MH(OpMaIuw,
I'BAOY permaercd caeayroluMU 3a1a4aMu.

3alUThl OT HECAHKIIMOHUPOBAHHOTO JIOCTYNA K MH(POPMAIIMOHHBIM peCypcaM;

pasrpaHUyeHHs] TOCTYyIa MOJb30BaTeie K MHPOPMAIlMOHHBIM, allapaTHbIM, MPOTrPaMMHBIM
Y WHBIM pecypcam;

perucTpani M NEpUOJAUYECKOTO KOHTpOJIA JEWCTBUM TMOJib30BaTene mpu o0paboTke
3aluIaeMon HHPOpMaIH U MEPUOIUUYECKU KOHTPOJIb KOPPEKTHOCTH UX AEHCTBUM;

KOHTPOJISI LENOCTHOCTH CpENbl HWCIIOJHEHUS IPOrpaMM M €€ BOCCTAHOBIIEHHWE B CIIydae
HapyIIEHHUs,

obecrieueHHss ayTeHTU(UKAIMM U UIACHTU(UKALMM  [OJIb30BaTee, y4acTBYIOLIUX
B HH(GOPMAIIMOHHOM OOMEHE;

obecrnieueHus HCIIPAaBHOCTH MIPUMEHSAEMBIX B MH(OPMaLIMOHHBIX cUCTEMax
I'BAOY cpencts 3anuThl HHPOPMAIINH;

CBOEBPEMEHHOTO BBISIBJICHHE KMCTOYHHUKOB Yrpo3 0e30macHOCTH HMHGOpMaluu, MHpUYHH
W YCIOBHH, CINOCOOCTBYIOIIMX  HAHECEHWIO  yiiepda  3aWMHTEPECOBAHHBIM  CYObEKTaM
MH(OPMALMOHHBIX OTHOLICHUIA;

CO37aHHEM CIYKObl MOHHUTOPHHIAa M pearupoBaHMsi Ha Yrpo3bl 0€30MacHOCTH HH(OpMaLUH
Y HETaTUBHBIE NIOCIIEICTBHUS,

CO3JaHMEM YCIIOBUU JUIsI MUHUMH3AIMK HAHOCUMOTO yIiepOa HempaBOMEPHBIMU JICHCTBUSMU,
U yCTpaHEHHUeE MOCIIECTBUI HapyieHus: nHhopMamoHHo# 6e3onacHoctu B I'BJIOVY.

Pemenue Boimenepeunciennsix 3a1a4 B '6JIOY ocymectBisieTcs nocpeacTBOM:

ydeTa BceX MOAIeKAIIUX 3alIUTe HHPOPMAITMOHHBIX PECYPCOB;

KypHAIIMPOBAHUS JEHCTBHUI NEepcoHala, OCYIIECTBISIONIEr0 00CTYyKUBAHUE U MOIU(DUKALIUIO
MPOrPaMMHBIX U TPOTPAMMHO-AIIAPATHBIX CPEICTB HHPOPMAIIMOHHBIX CUCTEM;

periiaMeHTaIuu  MpoleccoB o0paboTku uHpOpManuu, ACUCTBUN paboTHHKOB ['BJIOVY,
OCYHIECTBJISIOLINUX HKCILTYyaTAllUI0 MPOrPAMMHBIX U MPOTPAMMHO-AIAPATHBIX CPEJICTB, HA OCHOBE
YTBEPkKACHHBIX OPraHU3aMOHHO-PACTIOPSIUTENBHBIX JOKYMEHTOB 10 3aluTe UHPOPMAIIHH;

Ha3HAYEHUS U MOJATrOTOBKOW paOOTHUKOB, OTBETCTBEHHBIX 32 OPraHU3ALIMIO U OCYILECTBICHHE
MEpONpUATHI 10 obecneueHnto HH(popMaMOHHOM 6e3omacHocTH B 'BIOY;

HaJIEJeHUsl KaXJoro pabOTHMKA MMHUMAJIbHO HEOOXOIMMBIMM IpaBaMu MpH paboTe
B MH(OPMAIMOHHOM HH(PACTPYKTYpPE COTIACHO UX JOHKHOCTHBIM 0053aHHOCTSM;

COOIIIO/ICHNS BCEMH Pa0OTHUKAMHM, 3KCILTYyaTUPYIOUIUMH U 0OCITYy>KUBAIOIIMMHU MPOTPaMMHbIE
U TNporpaMMHO-aNlapaTHble  CpPEeACTBA, TPeOOBaHUM  OpPraHM3aLMOHHO-PACHIOPAAUTEIBHBIX
JOKYMEHTOB I10 BOIlpocaM obecrieueHust HH(OpMaIlMOHHOM 6e3011aCHOCTH;

NEPCOHAILHON OTBETCTBEHHOCTBIO Ka)/JIOTO PAaOOTHHKA 33 CBOM JIEWCTBUS, y4aCTBYIOILEIO
B paMKax CBOMX (DYHKIHMOHAJIBHBIX 00s3aHHOCTEH B Mpolieccax aBTOMAaTU3WPOBAHHOM 00pabOTKU
nHGOpMAIUY ¥ UMEIOIIETO AOCTYN K pecypcaM HH(POPMALMOHHBIX CUCTEM;

peanu3anyeil TEXHOJOTHYECKUX IMPOLEeCCOB 00pabOTKM HH(POPMALKMU C HCHOJIb30BAHUEM
KOMIUIEKCOB ~ OPraHM3allMOHHO-TEXHWYECKUX Mep 3allUThl MPOrpaMMHOrO  oOecredeHus,
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IIPOrpaMMHO-ANIIaPaTHBIX CPEICTB;

MPUHATHUS MEp 10 00ecTieueHNIO (PU3NIECKOH 1IETOCTHOCTH POTPaMMHO-aIapaTHBIX CPEACTB
MH(POPMAIMOHHBIX CHCTEM H MOJIep’)KaHuEeM HE00X0IMMOTO YPOBHS 3aIUIIEHHOCTH KOMIIOHEHTOB;

WCIOJIb30BAHUS MPOTPAMMHBIX U MPOrPaMMHO-AMIMAPATHRIX CPEACTB 3aIIUTHI MH(OpMAIUH
oOpabarbiBaeMoM B I'BJOY U aIMUHHUCTPATUBHON MOIEP’KKOIM MX NCIOJIH30BAHNUS;

KOHTpOJISL  COONIO/IEHUS  IOJIb30BaTesIMM  MH(MOPMALMOHHBIX  CHUCTEM  TpeOOBaHUU
o obecrieueHno NHPOPMAITMOHHOHN OE30TTaCHOCTH;

npoBeAeHus: aHanu3a 3(GpPEeKTUBHOCTH MPUHSTHIX MEP 3aIIUTHI HHOOPMAITUH U TPUMEHSIEMBIX
cpeacts 3anuthl nHGopMmarmu B ['BJIOY;

pa3paboOTKM W pealn3aluy TMPEeNIOKEHUH T0 COBEPIICHCTBOBAHHIO CHUCTEM 3alIHUTHI
uHpopmanuu B 'BOVY.

3 TPUHIUIIBI OBECIIEYEHUS HH®OPMAIIMOHHOM BFE3OITACHOCTH

Obecnieuenrne UHOOPMAITMOHHON 0€30MACHOCTH, TOJDKHO OCYIIECTBISITHCS B COOTBETCTBUU
CO CIIeAYIOIIMMH OCHOBHBIMU IPUHLUIIAMU:

IIpuHIIUN 3aKOHHOCTH

[Ipu BBIOOpPE MEPONPHUATHI MO 3alIUTEe UHPOPMAIMH, JOJHKHO COOMIOaThCs JAeMCTBYIOIIEE
3akoHoAaTenscTBO Poccuiickoit @denepanuu B chepe 3amuThl HHGOPMAIUU.

Bce paGoTHUKM JOKHBI UMETHh MpEACTaBlIeHHE 00 OTBETCTBEHHOCTH 3a NMPABOHAPYIICHUS
B cdepe 3amuThl nHpopmanuu. IIporpammHo-anmapaTHble cpeacTBa, npumensemsie B I'B/IOVY,
JOJIKHBI MMETh COOTBETCTBYIOLME JMIEH3UH, O(QUIIMAIbHO NMPUOOpETaThcs Yy MpelcTaBUTeNen
Pa3pabOTUYUKOB ATHX CPEJICTB WIIH SIBISATHCS MHTEIUIEKTYabHOUM coOcTBeHHOCThIO [ BIOY.

IIpyHIUD CHCTEMHOCTH

[Ipu co3maHuy CUCTEMBI 3alUTHI JOJDKHBI YUUTHIBATHCS aKTyaJbHBIE YIpO3bl O€30MaCHOCTH
nH(popMaluY, BO3MOXHbIE OOBEKThl M HANpaBJCHHs aTaKk Ha HEE CO CTOPOHBI HAPYIIUTENEH.
Cucrema 3a1uThI I0JKHA CTPOUTHCS C YUETOM HE TOJIBKO U3BECTHBIX KaHAJIOB YTEUKH UH(OopMaIuu,
HO U C y4E€TOM BO3MOKHOCTH MOSBIIEHUS HOBBIX YS3BUMOCTEN B IPOTPaMMHOM 00ECIIEUCHHH .

IIpuHIUN KOMILIEKCHOCTH

KommnekcHoe ncrnosib30BaHre CPeACTB 3alIUThl HHGOPMaALMU MPEoaraeT coriiacoBaHHOE
IIPUMEHEHHE TIPU MMOCTPOCHUHU LEJIOCTHOM CHCTEMBI 3alUThl, EPEKPHIBAIOIICH BCE CYILIECTBEHHbBIE
yrpo3sl 6e30macHoCTH MHQOpMAIMK. 3aluTa JO0JDKHA CTPOUTHCS SIIEIOHHUpOBaHO. Du3nueckas
3aIuTa J0JDKHA 00ecrieunBaThes (PU3MUECKUMU CPECTBAMHU M OPraHU3allMOHHBIMU MEPAMH.

[Ipu nocTpoeHu, BHEIPEHUH M HKCIUTYaTallud CUCTEMBbI 3aIIUThl HHPOPMAIIUU PYKOBOICTBO
I'BAOY ob6ecnieunBaer ycinoBus g S((HEKTUBHOW KOOpAWHAIIMM JACHCTBUH BCEX JIMII,
obecreunBaronuX HHPOPMAITMOHHYIO O€30TIaCHOCTD.

IIpuHOMI CBOEBPEMEHHOCTH

Pa3paboTtka cucremsbl 3amuThl HHGOPMAIIUU JTOJDKHA BECTHUCH MapajuieNIbHO C Pa3padoTKoOn
u  UHQOPMALIMOHHOW  CHUCTEMBL. OTO  TO3BOJUT ydyecTb TpeboBaHUA  O€30MaCHOCTH
IpU TMPOCKTHUPOBAHMM aPXUTEKTYphl M, B KOHEYHOM cueTe, co3darbh Oomee 3¢ (eKTUBHbBIE
nH(OPMALIMOHHBIE CUCTEMBI, 00JIaal0NINe JOCTATOUYHBIM YPOBHEM 3aIUIIIEHHOCTH.

IIpuHIUN TPpeeMCTBEHHOCTH

[locTosiHHOE COBEpIIEHCTBOBAHME MEp M CPEACTB 3alUThl HMH(OpMalMM Ha OCHOBE
MIPEEMCTBEHHOCTH OPraHU3allMOHHBIX M TEXHUYECKHX PEIIeHHH, KaJpOBOrO COCTaBa, aHalu3a
(GyHKIIMOHUPOBaHUS WH(GOPMAIMOHHBIX CHUCTEM U CHCTEMBI €€ 3allUThl C Y4eTOM H3MEHEHUM
B METOJaX MW CpEACTBax IepexBaTra HHQPOpPMAIMH, HOPMATUBHBIX TPEOOBAHMN MO 3alIUTe
uHpOpMalUu.

IIpuHIMN 10CTATOYHOCTH

CooTBeTcTBHE YPOBHS 3aTpaT Ha obecrnieyeHne HHHOPMAITMOHHON 0€30MacCHOCTH U IEHHOCTH
MH(OPMAIIMOHHBIX PECYPCOB Ha BEIMUYMHY BO3ZMOXKHOTO yIIepOa OT MX pasrialieHus, YHUYTOXKCHHUS
U HCKaxeHus. Mcmoap3yeMble Mephl U CpEICTBa 3alIUThl MHPOPMAIMH HE JIOJDKHBI YXY/IIATh
SPrOHOMHMYECKHE MOKa3aTeI KOMIOHEHTOB HH(OPMALIMOHHBIX CUCTEM.

IIpyHIUN OTBETCTBEHHOCTH



Bo3znoxeHne 0TBETCTBEHHOCTH 3a o0ecredeHne 0e30macHoCTH HHPOpPMAaLuU U ee 00paboTKU
Ha Kaxa0oro paOOTHHMKa B Mpeenax ero IMOJHOMOYHHA. B COOTBETCTBHHM C 3TUM NPHHIUIIOM
pacripeniesieHe TpaB U OO0s3aHHOCTEH pPAaOOTHMKOB CTPOUTCS TaKUM 00pa3oM, 4TOOBI B ciydae
T000T0 HAPYIIEHUs! ObLT U3BECTCH HAPYLIUTEb.

IpuHuun 060CHOBAHHOCTH M TEXHHYECKOH pean3yeMocTH

WNudopmanioHHbIE TEXHOJIOTHH, TPOrPaMMHBIE U TPOTPAMMHO -alllIapaTHbIe CPEICTBA, MEPHI
3aIUThl WH(GOPMAMK JTOJDKHBI OBITh PEATM30BAHBI 10 COBPEMEHHBIM pEIICHHSIM, 0OOCHOBAHBI
C TOYKH 3PEHUS JOCTIKECHUS 33JaHHOTO YPOBHS 3alIUIIEHHOCTH MH(OPMAIMH U SKOHOMHYECKOU
[[eJIeCO00pPa3HOCTH, a TaKKe COOTBETCTBOBATH YCTAaHOBIECHHBIM HOpPMaM H  TpeOOBAaHUSAM
1o 6e30MacHOCTH HH(OPMAIIHH.

IIpuHuun npogeccuonaanzma

Peammzanus Mep 3amuThl WHGOPMAIMM W SKCIUTyaTallusl CPEICTB 3alllUThl MH(POPMAIUU
JIOJKHA OCYIIECTBISITHCS MPO(PECCHOHATHFHBIMU CIICITUATUCTAMHU.

[IpuBnedenue crienuan3uPOBAHHBIX OPTAaHU3AIMIA K pa3padOTKe CPENICTB U peai3aliid Mep
3Tl MHPOPMAIIUH, TTOATOTOBICHHBIX K KOHKPETHOMY BHJY NESITEIBHOCTH 1O 00ECTICUYCHHIO
0€30MacHOCTH HH(POPMALMOHHBIX PECYPCOB, UMEIOIIUX OIBIT MPAKTHIECKOW PaOOTHI M JIUIICH3UH Ha
MIPaBO OKA3aHMUs YCIYT B ATOM 00JacTH.

IIpyHIMN MUHUMHU3ALUHM IPUBHJICTHI 10J1b30BaTe el

ObecnieueHne MOIB30BATENCH PUBMIICTHSIMIA MUHIUMAJIBHO JTIOCTATOYHBIMHE ISl BHITIOJTHEHUS
WMH CBOUX JOJDKHOCTHBIX 00s13aHHOCTel B 'BJIOY.

4 OCHOBHBIE TPEBOBAHMUSA 110 3ALLUTE UHO®OPMALINU
OI'PAHUYEHHOI'O JOCTYIIA

Cucrema 3amuThl MH(OPMAaLUU JOJDKHA IMPEAycMaTpUBaTh KOMIUIEKC OpraHHU3allMOHHBIX,
MPOrPaMMHBIX M MPOTrpaMMHO-aNMapaTHBIX CPEACTB W Mep MO 3aluTe MHpOpMaluu B mpoliecce
ee 00paboTKH.

BrimonHenne TpeOGoBaHMI JOCTUTACTCS 32 CUET peaau3alui Ha 00beKTax WH(POpMaTH3AIUN
Mep TI0 3aIuTe HHHOPMAITIH:

UJEHTU(DUKAIIMN U ayTeHTU(PUKAIINKA CYOBEKTOB JOCTYIA U 0OBEKTOB JIOCTYIIA;

YIPaBJICHUIO JOCTYIIOM CYOBEKTOB JIOCTYNA K O0OBEKTaM JIOCTYIIA;

OTPAaHUYEHUIO NIPOTPAMMHOM CPEJIbI;

3allMTe MAIIUHHBIX HOCUTEJEH EPCOHAIBHBIX JaHHBIX;

peructpanuu coobITHI 0€30MacHOCTH;

AHTUBHUPYCHOU 3aLIUTE;

00HapyKeHHIO BTOPKEHHIA;

KOHTPOJIIO (aHAJIN3Y) 3alUIIIEHHOCTH MIePCOHATBHBIX JTaHHBIX;

00ecnevyeHnI0 1eT0CTHOCTH HH(MOPMAIIMOHHON CUCTEMBI M IEPCOHATBHBIX JaHHBIX;

00ecrevYeHnI0 TIOCTYITHOCTH EPCOHANBHBIX JaHHBIX;

3allUTHI CPe/ibl BUPTYaIU3allly;

3allUThl TEXHUYECKUX CPECTB;

3aIUThl UHOOPMALIMOHHON CUCTEMBI, €€ CPEJICTB, CHCTEM CBS3H U Mepe/laul JaHHbBIX;

BBISIBJICHUIO UHIMIEHTOB M pearupoBaHUE HA HUX;

yIpaBJIeHUIO KOHPUTypalrei nHHOPMAIMOHHON CUCTEMBI U CUCTEMBI 3aIIUTHI IEPCOHATBHBIX
JAHHBIX.

I'BAOY, xak obnagarens nHGOpPMAIMK OTPAaHUYSHHOTO JOCTYIIA, IPU OCYIIECTBIEHUH CBOUX
paB 00s13aHO:

co0roaTh Mmpasa ¥ 3aKOHHBIE HHTEPECHI MHBIX JIUI;

MIPUHUMATh HEOOXO0IMMbIE MEPHI TI0 3aIluTe HHPOPMAITUH;

OTpaHWYMBATh JIOCTYl K HHpOpMamuu, eciu Takas OOS3aHHOCTh YCTaHOBJICHA
3akoHoarenbeTBOM Pocceniickoit denepanmu.

B tom uncne I'6/I0VY, BpaBe eciiu HHOE HE IPEAYCMOTPEHO 3aKOHOAATENLCTBOM Poccuiickoit
denepauuu:



paspemiaTh UM OrpaHUuMBaTh AOCTYN K HH(OPMAIMH, OTIPEACISTH MOPAIOK U YCIOBHUS TAKOTO
JOCTYTIa;

WCIOJIb30BaTh HHPOPMALIUIO, B TOM YHCJIE PACIIPOCTPAHSAThH €€, TI0 CBOEMY YCMOTPEHHIO;

nepefaBatb HMHGOPMAIMIO APYrMM JIMIAM Ha YCTaHOBJIEHHOM 3aKOHOJATEIbCTBOM
Poccniickoit denepanuy OCHOBaHUH;

3aluIIaTh YCTaHOBJIECHHBIMU 3aKOHOAATeNbcTBOM Poccuiickoit denepanuu cnocodaMu CBOU
IIpaBa B CJIy4ae HE3aKOHHOTO MOIy4eHUs HH(OPMALMU WIH €€ HE3aKOHHOTO MCII0Ib30BaHMs HHBIMU
JIULaMU;

OCYIIECTBIISITh WHBIE ACUCTBUS ¢ HMH(OpMamuend WM pa3pemarbh OCYIIECTBICHUE TaKUX
NCWCTBUHM, €cIM OJTH JISHCTBUS HE NpOTHBOpevar QenepaibHBIM 3aKOHAM H  JIPYTUM
HOPMAaTHBHO-IIPAaBOBBIM akTaMm Poccuiickoii denepannm.

3amura WHGOpPMALMM  OrPAaHUYEHHOTO JOCTyNa MpPEJACTaBiIsieT CcoOON  NMpUHATHE
OpraHM3al[MOHHBIX U TEXHUUECKUX MEp, HAllPaBJICHHBIX Ha:

coOnrofieHne KOH(UICHIMATBHOCTH UHPOpMAIMK (MCKIOYEHHE HEMpPaBOMEPHOTO JIOCTYIa,
KOIMPOBAHUS, IPEIOCTABIECHUS WM PaclpOCTpaHEHUsI HHPOPMAIUN);

obecrnevyeHne HeNoCTHOCTH H(popMaluy (UCKIIIOUEHUE HEMPAaBOMEPHOTO YHUYTOKEHUS
WM MOJUGUIMPOBaHUS HH(OPMALIUN);

pean3anuio Ipasa Ha JOCTYI K HHPOopMaIH (MCKIIOYEHUE HETPaBOMEPHOTO OJIOKHUPOBaHUS
nHpopmanun).

CpencrtBa 3amuThl HH(POPMALIUKA BHEAPSIOTCS MO pe3yiabTaTaM IMPOBEIEHUSI OLEHKH PUCKOB
nH(pOpPMaLMOHHON OE30MMaCHOCTH.

Opranusanus 3auThl HHGOpMALHH

[Ipn opranmszammu B I'BJIOY 3amuThl mHbopManuu, JOMKHBI BBIMOIHATHCS TpeOOBaHUSA
®enepansHoro 3akoHa oT 27.07.2006 Ne 149-03 «0O06 wunHbopmauy, WHHOPMAITMOHHBIX
TEXHOJIOTUSX M O 3alure HHPOpMAIMU», KOTOpbIe pPEryJlupyliOT OTHOILIEHHUS, CBSI3aHHbIC
C YCTAHOBJICHHEM, H3MEHECHHEM U TMPEKpalieHueM pekuMa 00pabOTKH 3alIuiaeMoi nH(opMaIiu.
B ToM umcne tpeboBaHuUs O 3amuTe WH(DOpPMAIMU, HE COCTABISAIONICH TOCYJapCTBEHHYIO TailHY,
coJiepKalieiicss B TOCyAapCTBEHHBIX HH(POPMALMOHHBIX CHUCTEMaX YTBEPXKACHHBIE IMPUKA30M
OCTIK Poccum ot 11.02.2013 Ne 17 «O06 yrBepxkacHHN TpeOOBaHHWI O 3ammTe HWHGOPMAIHH,
HE  COCTaBJSIOLIEH  TOCYIAapCTBEHHYIO  TalHy, COJEpXKallelcss B TOCYJapCTBEHHBIX
MH(OPMALIMOHHBIX CUCTEMax» Uil TOCYIapCTBEHHBIX HH(OPMALMOHHBIX CHUCTEM IO KOTOPBIM
I'BAOY sBnsiercs Onepatopom.

B T'BJIOY nmoMuMo peanu3aiii OCHOBHBIX MEp 3aIllUThl HH(OPMAIMH OCYIIECTBIISICTCS:

peryinspHas OLIEHKa W  yOpaBlIeHHE pHUCKaMH  HMH(DOPMALMOHHOW  0€30MacHOCTH
B COOTBETCTBUU C YCTAHOBJICHHBIMU MPOLIEypaMH B 00JIACTH YIPaBIICHUS PUCKAMU;

nH(pOpMHUpOBaHUE, oOyueHue u MTOBBIIICHHUE KBTI (UKALTIH PabOTHHUKOB
I'BAOY B chepe nrpopmamoHHOM 6€30MaCHOCTH;

METO/JMYECKash TOMOIIb paboTHHMKAM B Bompocax ol0ecrneueHus WHOOPMALUMOHHON
0€30I1aCHOCTH;

aHaJIU3 U MMOMCK BO3MOKHOCTEH IO MOBBIIICHUIO YPOBHS 3alIUIIIEHHOCTH HH(POPMALIHH.

Jlna opranuzanuu 3amutel uHpopmanuu, ['BJJOY BhpaBe nmpumeHSTh CpeACTBA U METObI
TEXHUYECKON 3allUThl, NpPEANPUHMMATh JpPyTrHe, HE NPOTHUBOpPEYALUE 3aKOHOAATEIbCTBY
Poccniickoit denepanuu, Mepsl.

B pamxkax oOecrnieyeHus 3amuThl THPOPMALIMK, B paMKaX TPYAOBBIX OTHOLIEHUH HEOOX0AUMO
03HAKOMHUTH MOJ POCHHUCH PaOOTHUKOB, IOCTYH KOTOPBIX K MH(POPMALIMU OTPAHUYEHHOTO JIOCTYIIA,
HE0O0XO0/AUM 7Sl BBITIOJHEHUS! MIMU CBOMX JIOJDKHOCTHBIX OOSi3aHHOCTEH, ¢ mepeuHeM HHpopMaiuu
OrpaHUYEHHOTo A0cTyna, U npuHATEIMU B [ BJIOY Mepamu 3amuThl HHGOpMALIUH.

Oco0eHHOCTH 3aIIUTHI IEPCOHAIBHBIX JAHHBIX

IIpu opranmzamuu o6Opabotkn B I'BJIOY nepcoHanbHBIX JaHHBIX  HEOO0XOAUMO
pPYKOBOJACTBOBaThCsl TpeboBanusiMu DenepanbHoro 3akoHa ot  27.07.2006 Ne 152-@3
«O epCOHANBHBIX JAHHBIX?.
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[lepeuenpr wmep, BeIMOJNHEHHE KOTOphIX obecneuuBaer ['BJIOY B kadecTBe omepartopa
NIEPCOHAIBHBIX JAHHBIX, TOJDKEH BKIIOYATh:

HazHauenue B 'bJIOY OTBETCTBEHHOTO 3a OpraHU3aIMi0 00pabOTKH MEPCOHATBHBIX TaHHBIX;

pa3paboTKy JOKYMEHTOB, OTPEACISIONIUX MPaBIIa B OTHOIIEHUH 00pabOTKU MEPCOHAIBHBIX
nanHbIX B 'B/IOVY, nokajbHBIX aKTOB IO BOIIpOCaM 00pabOTKH NEPCOHATIbHBIX TaHHBIX;

MPUMEHEHHE OPTaHW3alMOHHBIX W TEXHHYECKMX Mep MO 00ecrnedeHuro Oe30MacHOCTH
MIEPCOHANBHBIX JAaHHBIX B COOTBETCTBUU cO craTheid 19 denepanmpHoro 3akona or 27.07.2006
Ne 152-®3 «O nepcoHaNbHBIX TaHHBIXY;

BBITIOJTHEHUE TPEOOBAHMIA 110 COCTABY M COACPIKAHUIO OPTaHU3AMOHHBIX U TEXHUIECKUX MEp
1o o0ecreyeHn o0 0e30MacHOCTH MEPCOHATBHBIX JaHHBIX MPH UX 00paboTke B MH(OPMAIIMOHHBIX
crcTeMax NepCOHAIBHBIX JaHHBIX yTBepKIEHHBIX [Ipukazom @CTIK Poccun ot 18.02.2013 Ne 21
«O0 yTBEp)KICHUH COCTaBa U COACPIKaHUS OPraHU3aIMOHHBIX U TEXHHYECKHX MEp 10 00eCTICUeHHIO
0€30MacCHOCTH TMEPCOHANbHBIX JaHHBIX MNpU HX 00paboTke B HHGOPMAIMOHHBIX CHUCTEMax
MIEPCOHATBHBIX JaHHBIXY,

OIICHKY Bpe€Ia, KOTOPBIH MOET OBITh TNPHYMHEH CYOBEKTaM TIEPCOHAIBHBIX JAHHBIX
B ciydae HapymeHus DexepanmbHoro 3akona No 152-D3, cooTHoIIEHWE YKAa3aHHOTO Bpenaa
Y TMPHHUMAEMBIX OINEPaTOPOM Mep, HANpaBJICHHBIX Ha oOecTieyeHHne BBITIOIHEHUs 00S3aHHOCTEH,
npenycmotrpeHHbIX DenepanbHbiM 3akoHOM Ne 152-D3;

o3HakomiieHne paboTtHukoB I'BJIOY, HemocpeacTBEHHO OCYIIECTBIAIOMUX 00pabOTKY
MEPCOHAIBHBIX  JaHHBIX, C TMOJIOKEHUSIMU  3aKkoHoAaTenbcTBa  Poccuiickoin  Denepanun
O TIEpCOHAIBHBIX JAaHHBIX, B TOM 4YHCJIEe TPEOOBAHMSMHU K 3alIUTE TEPCOHANBHBIX JaHHBIX,
JTOKyMeHTamMu, omnpenestomumu TpedoBanuss ['B/I0Y B oTHomennn oOpabOTKU MEpCOHATBHBIX
JTAHHBIX U 00ydeHue, Npu HeoOXOJMMOCTH, YKa3aHHbBIX paOOTHUKOB.

ObecnieueHne 6e30MaCHOCTH MEPCOHABHBIX JAHHBIX JIOCTUTAeTCsl, B YACTHOCTH:

ONpeNeNeHueM  Yrpo3 W HapywmuTened  O€30MacHOCTH — MEPCOHAJbHBIX  JIAaHHBIX
pu ux 00padoTke B MHPOPMAIIMOHHBIX CUCTEMAaX MEePCOHATBHBIX TaHHBIX;

ONpENIENIEHUEM YpPOBHS  3AIlMIIEHHOCTH IIEPCOHANBHBIX JI@HHBIX B  COOTBETCTBHHU
¢ TpeboBanusamu [loctanosnenus [IpaBurensctBa Poccuiickoit @enepammu ot 01.11.2012 Ne 1119
«O0 yrBepkaeHHH TpeOOBaHWI K 3alllUTe TMEPCOHAIBHBIX JAHHBIX TP WX 00paboTKe
B MH(GOPMAIMOHHBIX CUCTEMAaX MEPCOHANbHBIX JaHHBIX;

IIPUMEHEHHEM IPOLIEIINX B YCTAHOBJIIEHHOM IOPSAJIKE MPOLEAYPY OLEHKH COOTBETCTBHUS
CPEACTB 3alUThl HH(POPMaLUY;

OLIEHKOH 3(p(PeKTUBHOCTU NMPUHUMAEMbIX MEp IO 3allUTE MEPCOHAIBHBIX JAHHBIX 10 BBOJA
B 9KCIUTyaTalMio UHOOPMALIMOHHONW CUCTEMBI IEPCOHAIbHBIX IaHHBIX;

BOCCTAHOBJICHHEM IE€PCOHAIBHBIX JAHHBIX, BCIEACTBUE MOJYYEHUSI HECAHKIIMOHHMPOBAHHOTO
JOCTyIa K HUM;

YCTAHOBJICHMEM IMpPaBWJI  JOCTya K [EpCOHaJIbHBIM  JaHHBIM, 0O0pabaThIBa€MbIM
B MH(OPMAIMOHHBIX CHUCTEMAax IMEPCOHANbHBIX JAaHHBIX, a TaKKe OOECHeYeHHEM perucTpaluu
U ydeTa BCeX JIEHCTBUI, COBEpIIaeMbIX ¢ EPCOHANBHBIMU JAHHBIMU B HH(OPMAIIMOHHBIX CHCTEMaX
NEPCOHAIIBHBIX JAHHBIX;

KOHTPOJIEM 3a IPUHUMAEMBIMU MEPaMH 110 3aIIUTE EPCOHAIBHBIX JaHHBIX U ONPEAEICHHOTO
YPOBHSI 3aIlMIIEHHOCTH HH(DOPMAIIMOHHBIX CHCTEMax IEepPCOHAIBHBIX JaHHBIX B Ipolecce
ee KCIUTyaTaluu.

5 OCHOBHBIE TPEBOBAHMUS K ITPOHECCAM OBECIIEYEHUSA
UH®OPMAIIMOHHOM BE3OIMACHOCTHU

Metoanuyeckoe pyKOBOJCTBO, pa3pabOTKy pelieHuil mo 3ammre nHGopMaliy, coriacoBaHue
BbIOOpA CPEJICTB BBIYMCIUTENLHOW TEXHUKH, MPOTPAMMHBIX U MPOrPaMMHO-AINIAPATHBIX CPEICTB
3alIUThl MH(OPMAIMK, OpraHU3alio paboT MO BBISBICHUIO BO3MOXHOCTEH W MpERyNpeskICHUI0
YT€UKHM W CBOWCTB 3alumiaeMoil HHQOpMAIMM, aTTeCTalui0 OOBEKTOB HH(POPMATU3ALNH
OCYILECTBIAIOT KOMIIETEHTHbIE cOTpyAHUKH ['BJIOY.

Pusznueckas 6e30MaCHOCTH
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[IpunHATBHIE OpraHM3allMOHHBIE M TEXHUYECKHME Mepbl 1o 3amute nomemenuid 'OV,
CEpBEPHOTO ¥ KOMMYTAIlMOHHOTO OOOpYJIOBaHUS, AaBTOMATHU3UPOBAHHBIX pabOYMX MeCT
noJib3oBateneil napopmanronusix cucteM I'B/I0Y obecneunBaioT peanu3anuio CiIeIyloUx Mep
To:

pasrpaHuueHuio Joctyma paboTHukoB B mnomemienus [BJIOY B cooTBercTBUHM ¢ HX
IIOJIHOMOYUSIMU U JIOJDKHOCTHBIMU 00513aHHOCTSIMY;

peructpanuu (akToB BXOAa pAaOOTHUKOB B TOMEIIEHHS B KOTOPBIX BeaeTcs o0paboTka
MePCOHANBHBIX TAHHBIX;

KOHTpOJIHpyeMoMy TpeObpiBaHnio noctopoHHuX ymi B ['BJIOY B momemieHusi, B KOTOPBIX
BezieTcsi 00paboTka MH(POPMAIIMU OTPAHMYSHHOTO JIOCTYNAa M pa3MeEIIeHBl allapaTHhIe CPEICTBA
MH(POPMAITMOHHOHN CUCTEMBI,

OpraHU3aIMi PEKUMa KOHTPOJUPYEMOTO BHOCA/BBIHOCA CPEJCTB 00pabOTKH MH(MOPMAITUH.

[Tomemenus IT'BIOY nomkHbl OBITH 000PYAOBAaHBI JETEKTOpaMH OTHS U JbIMA,
OTHETYIIUTENSAMU, CUCTEMaMHU KOHIUIIMOHUPOBAHUS BO3/yXa, CPEICTBAMU OXPAHHO-TIOXKAPHOU
CUTHAJIM3al1H.

OcHoBHOE cepBepHOE U KoMMmyTarmoHHoe obopyaoBanue ['bJIOY nomkHO OBITH 3aIIMIIEHO
oT nepe0oeB B 10a4e NEKTPOIHEPruu. TecTupoBaHHe MPOBOJUTH YIIOJTHOMOYEHHBIM paOOTHUKAM
I'BIOY B cOOTBETCTBUHU C PEKOMEHIAIMSMHU TPOU3BOUTES.

[TopTaTuBHBIE TEXHUYECKHE CPEJCTBA HE IOJKHBI OCTABATHCA 3a MPpeieaMi KOHTPOJIUPYEMOit
3061 [ BZIOY 6e3 xoHTpOst co croponbl padotHrkoB ['BIOY.

be3onacHocTh Ha paboyeM MecTe

3amperiaercss BECTH 3alKCh Mapojied B OTKPHITOM BHUIE Ha MaTepHabHBIX HOCHUTEI,
3a UCKIIIOYEHHEM CITy4aeB, PETIaMeHTHPOBAHHBIX METO/I0B XpaHEHHS.

JIoKyMeHThl U HOCUTENHU C HHQOpMAIMed OrpaHHUYEeHHOrO AOCTYyMa AOJDKHBI YOMpaThCs
B oleuaTbiBaeMble Mecta (ceddbl, mkadpl W T.0I.), TOpU yXoae ¢ pabodero mecra.
Ha aBromarusupoBanHoM pabodyem mecte [lomp3oBatens pabodast ceccus A0DKHA OBITh MPEpBaHa,
pabounii cron 3abimokupoBaH. Bxon monb3oBarenss B CHUCTEMY HE JOJKEH BBINOIHSITHCA
ABTOMAaTHUYECKH.

JloKkyMeHTBI, coziepskaiie HH(GOpMaIKI0 OTPaHUUYEHHOTO JIOCTYIIA, JOJKHBI Cpa3y U3bIMAThCS
U3 TeyaTalolmuX YCTpoMcTB. [l yTwimzanuu KOH(PHUAESHUIUATbHBIX JTOKYMEHTOB, JOJKHBI
HCIIOJIb30BAThCA YHUUTOXUTENIN JOKYMEHTOB HE HIDKE 4 YpOBHSA IO CTaHAApPTy OE30MacHOCTH,
MIPUMEHSAEMOMY K YHUYTOKUTEISAM JOKYMEHTOB.

[Ipn wucnonb30BaHMM MOOWIBHBIX TEXHHYECKHX CpPEICTB HEOOX0JMMO  CcOOI0aTh
JIOTIOTHUTEIbHBIE MEphl M0 PErjaMEeHTAllMd W KOHTPOJIO HCHOJIb30BaHUS B HH(POPMAIIMOHHOM
CUCTeME MOOMIIbHBIX TEXHUYECKUX CPEJICTB.

Haxoxnenue npencraButenedl IOPUAMYECKUX JIMI[ B pPaMKax MCIOJHEHHUs JIOTOBOPHBIX
0053aTeNbCTB B IOMEIICHHUSIX B KOTOPBIX BeAeTcsa 00paboTka nHGOpMAIK OTPaHUUYEHHOTO JIOCTYIIa
MH(OPMALIMOHHONW CHUCTEMBI, BO3MOXKHO TOJBKO B compoBoxiaeHuMH pabotHuka ['BAOY
JOTIYILIEHHOTO /10 00pabOTKHU Takoi WH(GOpMaLUK.

Pa3zmemnienne TeXHUYECKHX CpeACTB BbIBoAa wuHGopmaruu B mnomemeHusx ['BA0Y
MIPOU3BOJIUTCS C YYETOM HCKIIOUEHHUS BO3MOXKHOCTH BHU3YaJIbHOTO MPOCMOTpa HH(pOpManuu
MMOCTOPOHHUMHU JIUIIAaMHU M paOOTHUKAMH, HE JOMYIIEHHBIM K paboTe ¢ JaHHOH nHpopMalnei.

Texuuyeckue cpeaCcTBa JOKHBI pa3MENIaThCsl U XPAHUTHCS TAKUM 00pa3oM, YTOOBI COKPATHTh
BO3MOXHBIN PUCK MOBPEXKJIEHUS U YTPO3bl HECAHKLIMOHUPOBAHHOT'O IOCTYIIA.

Texnudeckoe 00c/ay;KuBaHue 000Py10BaHUSA

Texuuueckue cpencrsa ['BJIOY nomwkHBI NpOXOAWTH Ha PETYISPHON OCHOBE CEPBHCHOE
o0cCITy’)KUBaHHE B COOTBETCTBUU C PEKOMEHALIUSAMHU [TPOU3BOAUTEINEH 000py10BaHHUS.

PemoHT M cepBucHoe oOcCTy)XHBaHHE OOOpPYIOBAaHMS JIOJKHBI BBIMOJHATHCS TOJBKO
KBTU(DUIIUPOBAHHBIMY CTICTIHATUCTAMH.

Texuuueckoe o0OcCTyXHBaHHE OOOPYZOBAaHHS CTOPOHHMMH OpPraHM3alUsAMU HE JOJDKHO
MIPUBOJIUTH K PUCKY HAPYIIICHUS KOH(PHUISHIIUATHHOCTH 3alIUIIaeMOi HH(POpMAIIHH.

B3aumogeiicTBue ¢ TPETHbUMM JIULAMU
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B mensx obecneuenuss mHOpMmarmonHoit 6e3onmacHoctu ['BJIOY  mpm B3anmopaelicTBUU
C TPETHUMHU JINLIAMU JOJDKHO BBIIIOJIHATH CIEIYIOIINE MEPOTIPUATHS 110!

3aKIIOYEHUIO COTJIAIICHUS O HepasriameHud WHQOOpMAaMd OTPaHUYEHHOTO JOCTYIIa
MOJIyYEHHOH B X0/ HCIIOJHEHUS JOTOBOPHBIX 0053aTENbCTB,;

OCYILIECTBJICHUIO KOHTPOJs 3a JACUCTBUAMM IPEACTABUTEIEH KOHTPAareHTOB B IIpElesiax
KoHTpoaupyemoi 30861 ['BJIOY.

YnpasJ/ieHue :KM3HEHHBIM HUKJIOM HH()OPMALMOHHBIX CHCTEM

MeponpusTsi B mpolecce >KU3HEHHOTO 1ukIia nHpopmaruonasix cuctem ['BJIOY  nomkHbI
OBITH HAIpaBJIeHbl HA OOECIIEYCHHE 3aIUTHl MHPOPMALIMHU TIPH BBOJE B JCHCTBUE, IKCILTyaTaIlHH,
COINPOBOXKIAECHUH U MOJIEPHU3ALIMH, BBIBOJIA U3 IKCILTyaTaLlUH.

OcHoBanneM Tmpu pa3pabOTKe HHPOPMAIUOHHBIX CHUCTEM JOJDKHBI SIBISTHCS PEIICHHS
NpUHATBIE Ha cTaauu (opMUpoBaHMs TpeOOBaHMM, cojaep)kalue TpeOOBaHUS B TOM YHCIE
0 CHCTEME 3alUThl HHPOPMAITIH.

JIro6oe miaHupyeMoe K BHEAPEHUIO U3MEHEHNE NHPOPMAIMOHHOM CHUCTEMBI NTPEABAPUTEIHHO
JOJUKHO ~ OBITh ~ IPOAHAIM3MPOBAHO HA  COBMECTUMOCTb M OTCYICTBHE  HapylIEHUM
paboTOCTIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB B TOM YHCJI€ CPECTB 3aIIUThl MH()OPMAaIIHH.

PabGotel mo MopaepHu3anuu WHAOPMALMOHHONW CHCTEMbl, B TOM UHCJIE IO YCTAaHOBKE
MIPOrpaMMHOTO obOecriedeHns U 0OHOBIEHUM, TOJKHBI POBOJIUTHCS B Hepabouee BpeMs WU BpeMs
HaWMEHBIIIEH paboueii Harpy3KH.

[Ipn BbIBOZIE W3 HSKCIUTyaTalMd WHGOPMAIMOHHBIX CHCTEM JIOJDKHO OOECHeunBaThCs
rapaHTUPOBAHHOE yJalieHne 00pabaTbiBaeMoOi U XpaHUMOW B HUX MH(QOPMAIINH C UCTIOIb30BaHUEM
CPEICTB TapaHTUPOBAHHOTO YHUYTOXXEHHSI MHQOpPMAMH WK MyTeM (PU3NYEeCKOro YHMUYTOKEHHUS
HocHTenel nHhopMaluu.

Bce mpomeaypel oOecrieueHuss 3amuThl  WHPOpManuH, ycraHoBieHHbie B [ BJIOY
B OTHOLIEHUH UHGPOPMAIMOHHBIX CHUCTEM, JOJDKHBI BBINOJNHATECA U KOHTPOJIUPOBATHCS
OTBETCTBEHHBIMHU JIMLIAMU 32 OPTaHU3AIMI0 paboT MO 3aIuTe HHPOPMAIIIH.

KonTposb 1ocTyna k ”HGOPMAIHOHHBIM CHCTEMaM

Bce pabotauku I'BJIOY , nonmymenHsie k paboTe ¢ MHGOPMAIIMOHHBIMA CUCTEMaMH HECYT
MEPCOHAJbHYI0O OTBETCTBEHHOCTh 3a HApYyUIEHHS YCTAaHOBJIIEHHOTO TMOpsiaka 00paboTKu
nHpopMaIuu.

YpoBeHb MMOJTHOMOYMH TOJIb30BaTeNsi B uHGopmarnuonHoi cucreme ['BJIOY nmomken
OTIPEIEINATHCSA B COOTBETCTBUU C €T0 JOJHKHOCTHBIMU 00S3aHHOCTSIMU.

JocTyn noas3oBareneit k nHGopmaroHHbM cucteMaM ['BJIOY  noinkeH KOHTPOJIUPOBATHCS
aJIMUHHUCTPATOPOM HH(OPMALIMOHHON CUCTEMBI.

Ocy1ecTBIIEHHE PETYIIPHOIO0 KOHTPOJIS BBINOJHEHUS OpPraHU3alMOHHO-PACTIOPSIUTENBHBIX
JOKYMEHTOB, KacaroIIUXCsl periiaMeHTanuu jpomycka padotaukoB I'BJIOY k uHpOpMaAMOHHBIM
CUCTEMaM.

HnenTuduxkanus v ayreHTHPUKALMSA

Jloctyn momnb3oBaTenel K MHPOPMAIIMOHHBIM CHCTEMaM JOJDKEH MPEAOCTaBIATHCS TOJBKO
MIOCJIE YCIICITHOTO 3aBEepIICHUS HICHTU(DUKALINY, ayTCHTH(PUKAIIUH.

[Tonmyuenue mnonp30BaTe’reM HMMEHH B HWH(GOPMAIMOHHOW CHCTEME W Mapolisi, KOTOpbIe
o0ecreynBaroT I0CTYyI K HHPOPMAIIMOHHOM cUcTeMe, JOKHO OCYIIECTBIISATHCS MO NPEACTaBICHUIO
PYKOBOJUTEIS CTPYKTYPHOTO IIOIpa3AcIeHUs.

YnpasJieHue 10CTYIOM

B I'B/IOY [0KHO OCYIIECTBIATHCA YIPABJICHUE JOCTYIIOM K MH(POPMALMOHHOM cHcTeMe
MOCPEJICTBOM peau3allid HEOOXOJUMBIX METOJOB, THUIIOB W MPaBUJ pa3rpaHUYCHHs IOCTyIa
nosb3oBarensM uHopmanuronHoit cuctembl ['BJIOY. B ToM umcie oOecredeH 3alUIEHHBIH
yIAJIEHHBIH JOCTYNl CyOBEKTOB JOCTYNa K OOBbEKTaM JOCTYyNa uepe3 BHELIHHE MH(POPMAalMOHHO-
TEJIEKOMMYHHUKAIIMOHHBIE CETH.

BesonacHocTs npu padore ¢ HOCHTENAMH HHPOPMALMH
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Pabotauku ['BIOY n0mKHBI HCTIOJIB30BATh TOJIBKO YYTEHHBIE ChEMHBIE MAITMHHBIE HOCUTEIH
uHbOpMAMK IS BBHITIOJHEHUSI CBOMX JOJDKHOCTHBIX OO0si3aHHOCTEH. lcmonb3oBaHME ChEMHBIX
MaIuHHBIX HocuTened uaopmaruu B 'BJJOY B HHBIX IIENIX CTPOTO 3aMpeIieHo.

ChemHbIe MaIIMHHBIE HOCUTENN HH()OPMAIMK JIOJDKHBI XPAHUTCS B ONIEYaThIBAEMBIX IIKa(ax,
B [IOMEIICHUAX B KOTOPBIX PeAyCMOTpeHa 00paboTka HH(OpPMAIH OTPAHUIYEHHOTO JOCTYIIA.

B ciydae kpaku uiu MoTepu ChbEMHOI'O MAIIMHHOTO HOCUTEN MH(POpPMAalUK, a TAaKKE MHBIX
MHIUUJEHTOB, KOTOpPbIE MOTYT IPUBECTH K HApYUICHUIO CBOMCTB MH(GOpPMalUU OTPaHUYEHHOTO
JOCTYIa, JOJHKHBI IPOBOAUTHCS MEPOIIPUSITHS IO PACCIICIOBAHUIO TAKUX MHIUACHTOB.

[Ipu BBIBOJE M3 SKCIUTyaTallil ChEMHOTO MAITMHHOTO HOCHUTENS WH(POPMAIWH, BCE JaHHBIC,
XpaHsIIMECs Ha HEM, JOJDKHBI OBbITh yIalleHbl ONPEIEICEHHONM KOMHCCHEH M3 4yucia pabOTHUKOB,
CPEACTBOM rapaHTHPOBAHHOTO YHUYTOXECHUS WH(POPMAIINH.

@®akT YHUUYTOXKEHHS HH(OpMalMM Ha CBHEMHOM MAIIMHHOM HOcUTeNne UHGOpMaluu
¢bukcupyercs B akTe 00 YHUYTOXEHHMM HHGPOPMAIMM CO CHEMHOIO MAIIMHHOIO HOCHUTEINS
nH(popMalnH.

Perucrpanust coobITHii

B TI'BJAOY  gomkHa  OCYHIECTBISATBCS ~ PETHCTpAllud  COOBITUH  ©€30MacHOCTH
Ha Bcex KoMmmoHeHTax wuHpopMmarmoHHbix cucteM [BAOY, B koTopeix o0OpabaThiBaeTCs
3amuinaeMasi HHpOpMaIus.

AHTHBHPYCHAs 3a1UTA

B mnensax oOHapyxkeHuss M ycTpaHeHUs BpeloHOCHBIX mporpamMm B ['BJIOY  nomxHb
HCIO0JIb30BAThCA CPEJICTBA AHTUBUPYCHOM 3aIIUTHI HH()OPMAIIHH.

OO0s13aTeIbHOMY KOHTPOJIIO CPEICTBOM AHTHBHUPYCHOM 3allluThl HMH(OpMALMU JOJKHA
noanexarb Jiro0as wuHopmanus (TeKcToBble ¢ailnbl MH00bIX (GopMaroB, ¢ailibl JaHHBIX,
ucnoyiHseMble (aiiiabl), mojlydyaemass M IepegaBaemasl 10 JIOKAIbHOW BBIYMCIUTEIBHON CeTH
B TOM YHCJIE€ M CETSIM OOIIero MOJb30BaHUS, a Takke HMHQOpMAaIMs, XpaHUMas Ha CHEMHBIX
MalIMHHBIX HOCUTEISAX HHPOpMAIUH.

[Ipu ycraHoBKE IpOrpaMMHOTO 0OECIIeUeHUs MITH €T0 0OHOBIICHHUS Ha CEBEPHOE 000PYI0BaHNE
JOJDKHA aBTOMATHYECKHM BBINOJHATBCS TNPEIBAPUTENbHAS MPOBEPKA JAHHOIO IPOrPAMMHOTO
obecrnieueHns Ha OTCYTCTBHE BPEJOHOCHOTO MPOTPAMMHOI0 00eCIIeUeHHS.

Oo6noBnenue 0a3 curHatyp HIjsl CpelCTBa AHTHUBUPYCHOW 3alUThl WH(GOPMALUU JOJLKHBI
OOHOBJIATHCS €KEIHEBHO.

[Tonw3oBarenu 6e3 paB aMUHHUCTpaTopa uH(GOPMaIMOHHOU CHUCTEMBI
I'BIOY He MoKHBI UMETh BO3MOXKHOCTD IMOJIYYCHHUS JOCTYyINA K KOH(UTYypallud aHTHBUPYCHOTO
CpeZICTBA 3aLIUThI I €r0 OTKIOYEHUSI.

KoHTpO/Ib 3211IMIIIEHHOCTH NIEPCOHAIBHBIX JAHHBIX

B memsix uMckitOYeHUs JKCIUTyaTalluM YS3BUMOCTEH MPOrPaMMHOTO 00€CIeYeHMs JOJIKHBI
MPOBOAUTCS pabOThl MO BBHISBICHHUIO, AaHANU3y YA3BUMOCTEH WH(OPMAIIMOHHONW CHUCTEMBI
1 ONIEPATUBHOE YCTPAHEHUE BHOBb BBISBIICHHBIX YS3BUMOCTEH. B TOM umncie opranuszanus KOHTPOJIs
yYCTaHOBKH OOHOBIICHUS IIPOTPaAaMMHOT0 00eCIIeUeHHsI BKIIIOYAasi CPEICTB 3allUThl HHPOPMAIIUH.

Hcnosb30BaHue NPOrpaMMHOrO odecneyeHus

Brei6op mporpammHoro obecrneueHus sl Mpou3BoJACTBeHHBIX HYxkH ['BJIOY  nmomxen
IIPOU3BOJUTECS B NPUOPUTETE K OTEYECTBEHHOMY, BHECEHHOIO B ENMHBIN peecTp poCCHMCKHX
IIPOrpamMM JUIsl JIEKTPOHHBIX BEIYMCIUTENBHBIX MalllMH 1 0a3 TaHHbBIX. B cirydae oTcyTcTBHA aHanora
B EnumHOM peecTtpe pOCCHICKHMX MpOrpaMM Uil JIEKTPOHHBIX BBIYMCIUTENIBHBIX MAaIlIWH
1 0a3 TaHHBIX JIOITYCKAETCs UCIIOJIb30BaTh MPOTrPAMMHOT0 00ecIiedeHne HMIIOPTHOTO TPOU3BOJICTBA.

Hcnoub3oBanue cpeacTs Kpunrorpagpuyeckou 3aliuThl HH(pOpMALNH

Obecnieuenne 3aUThl HHGOPMAIMK OIPAaHUYEHHOIO JI0CTYIA OT PACKPBITUS, MOIU(PUKAILIIH
U HaBs3bIBaHMA (BBOJA JIOKHOM MH(popMmanmu) mpu ee mepenade (MOJArOTOBKE K Iepenaye)
[0 KaHajaM CBS3M, MMEIOUIUM BBIXOJA 3@ MPEAEibl KOHTPOJUPYEMOIl 30HBI oOecreyuBaeTcs
MIPUMEHEHHEM CPECTB KPUNTOrpapuuecKoi 3auThl HHPOPMALIUH.

[Ipuobperenue cpencts kpuntorpadpudeckoit 3amutsl nHpopmanuu 'OV ocymectisercs
Ha OCHOBAHHUM JIOTOBOPOB U KOHTPAKTOB C JIMLAMHU MMEIOIIMMHU AeicTByromyro auneHsuo OCb
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Poccun Ha ocymiecTBieHHE ACATENBHOCTH IO pa3pabdOTKe, MPOM3BOJCTBY, PACIPOCTPAHEHUIO
I pOBATBEHBIX (xpunTorpaduveckux) CPEJICTB, UH(POPMALIMOHHBIX CUCTEM
U TEIeKOMMYHHMKALIMOHHBIX CHCTEM, 3alMIIEHHBIX C HCHOJb30BAHWEM IH(POBATBHBIX
(xpunTorpau4ecKux) CpeaCcTB, BBHIIOJHEHHIO pabOT, OKa3aHUIO yCIyr B oOnacTH mudpoBaHUS
nHpOpMAINY, TEXHUYECKOMY OOCITYKHBAHHIO MIH(PPOBATBHBIX (KPUNTOrpaUuecKux) CpeICTB,
MH(GOPMAIMOHHBIX CUCTEM U TEIEKOMMYHHUKALIMOHHBIX CHUCTEM, 3alIMIICHHBIX C MCIIOJIb30BaHHEM
muQpOBaATBHBIX (KpUOTOTPAPHUECKIX) CPEACTB (32 HMCKIIOYEHHEM CIIydasi, €CIIM TEXHUYECKOe
oOciy)kuBanue MHUQPPOBATBHBIX (KpUNTOrpaUuecKux) CpeAcTB, HH(POPMAIMOHHBIX CHCTEM
U TEIeKOMMYHHMKALIMOHHBIX CHUCTEM, 3alllMIICHHBIX C HKCIOJIb30BAaHHEM MIH(PPOBAIBHBIX
(kpunTorpa4ecKux) CpPEACTB, OCYIIECTBISACTCS Ui OOECIeYeHHsT COOCTBEHHBIX HYXKI
IOPUAMYECKOTO JIMIA WM UHIUBUAYAIBHOTO IPEIIPUHUMATES).

B umensx opranmzauuu M oOecnedyeHHMH Iepefaud HMHQOpMAlMM [0 KaHajaM CBS3U
C HCIIOJIb30BAaHUEM CPEJICTB KpuUNTOorpaduyeckoil 3amuThl MH(GOPMALMU, a TAaKKe BBITOJHEHUS
nuneH3uoHHblx TpeboBanuii ®CBb Poccum B T'BJIOY nomkeH OBITH CO3/IAaHO CPENICTBO
KpUnTorpaguueckom 3aiuThl.

[Topranbubie pemenus ['BAOY ¢ BO3MOXKHOCTBIO OCTyMa C ceTei oOIIero mMoJib30BaHUs
JOJKHBI B TPUOPUTETE pa3palaThiBaThCsl C OpraHU3alueidl 3allMIIEHHOTO KaHajla MOCPEeACTBOM
npoTtokona TLS ¢ mognepxkoii anropurmoB 'OCT 34.10.

Hcnonb3oBanue 31eKTPOHHOM NMOYTHI

DneKTpoHHas MouTa Jo/hKHA ucrmosb3oBaTthes B ['BJIOY ¢ menpio opranmsamuym oOMeHa
ANIEKTPOHHBIMU ~ COOOILIEHUSIMU  MEXJy padOTHHUKaMH M CyObeKTaMH HH(OpPMaIMOHHON
0€30I1aCHOCTH.

[Ipu ncronb30BaHNUK AMEKTPOHHON MOYTHI 3aIIPENIACTCS:

o0MeH uHbopMaImei 1 cIy)KeOHOTO MOJIb30BaHUs, a TAKkKe HH(OPMAIEH OTpaHUICHHOTO
JOCTYTIa;

MPEOCTaBICHUE JOCTYIA K 3JIEKTPOHHOM MOYTE C MCIOJIb30BAaHUEM JIaHHBIX CBOCW YYETHOM
3alMCH TPETBUM JIMIIAM;

NyOJIMKalUsl CBOETO CIY)KEOHOIO ajpeca 3JIEKTPOHHOM MOYTHI B 3JIEKTPOHHBIX KaTajorax,
Ha ITOMCKOBBIX MAIIMHAX U JPYTUX pecypcax ceTu MIHTEepHET B 1eIX, HE CBSI3aHHBIX C HCIIOJIHEHUEM
CBOMX JIOJDKHOCTHBIX OO5I3aHHOCTEH;

MOATHKCKA 10 3JIEKTPOHHOM I0YTE HA Pa3JINYHbIEC PEKIAMHBIE MAaTE€PHUAIIbl, JTUCTHI PACCBUIKH,
UIEKTPOHHBIE XYPHAJIbl U T.A., HE CBS3aHHBIE C BBIIIOJHEHUEM II0Jb30BATEIEM JOJDKHOCTHBIX
0053aHHOCTEH;

OTKpBITHE (3aIlycCK Ha BbINOJIHEHUE) (ailoB, NOJIYYEHHBIX IO 3JEKTPOHHOM ModTe
Wi u3 pecypcoB cetu HHrepHer, 0e3 mpenBapuUTENbHOW NPOBEPKU MX AHTUBUPYCHBIM
IIPOrpaMMHBIM 00€CIIEYCHUEM.

Pabora B ceTsix 0011ero MoJIb30BaHUSA

I'BAOY ocraBnseT 3a co0oil mpaBo OIOKUPOBATH UM OTPAaHUYMBATH JOCTYI PabOTHUKAM K
CeTsAM CBs3U OOILEro MoJib30BaHMs, B TOM yHcie ceTd MHTepHeT, coaepKaHue KOTOPhIX HE UMEET
OTHOILIEHMSI K UCTIOJIHEHHIO JOJDKHOCTHBIX 003aHHOCTEH, a Takke K HH(POPMAIlMOHHBIM pecypcam,
COJIEp’KaHNE U HAIIPaBJIIEHHOCTb KOTOPBIX 3aIIPEIeHbl 3aKOHOJaTeIbcTBOM Poccuiickoit @enepanmy.

Wndopmanust o mnocemaeMbix pabotHukamu ['BJIOY  umHpOpMalMOHHBIX pecypcoB
MPOTOKOJIUPYETCS s MOCIEAYIOIIEro aHau3a U, P He0OXO0AUMOCTH, MOKET OBITh Mpe/ICTaBIeHa
PYKOBOJUTENSAM CTPYKTYPHBIX IOJpa3iesieHu, a Takxke pykosoaurento I'bJIOY s koHTposst.

IIpu ucnons3oBanuu cetu MHTEpHET 3anpernieHo:

ncnoJb30Bath npenocrasieHHbli ['5JIOY noctyn B ceTs HTEPHET B JIMYHBIX LEISAX;

HCII0JIb30BAaTh HECAHKIIMOHUPOBAHHbBIE ITPOIPAMMHBIE U IIPOrPaMMHO-AINIapaTHBIE CPEICTBA,
MIO3BOJISIFOIIME MOJIYYUTh HECAHKIIMOHUPOBAHHBIN AOCTYN K ceTH MHTEepHeT;

nyOJIMKOBaTh, 3arpykaTb M pPaclpOCTPaHATh MaTepUalbl COJAEpKaIINe HEIOCTOBEPHYIO
unpopmanuto o I'BJIOY, a Taxxke panbcudpunmpoats cBoit [P-aapec.

Pe3epBHOe KONMpPOBaHNe U BOCCTAHOBJICHUE JAHHBIX

OcymiecTBiieHNE PE3EPBHOIO KOTMPOBAHUS JIOJDKHO OCYILIECTBIISTHCS AJIS:
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uHpopmanuu oOpabaTeiBaeMOil Ha  (ailloBOM cepBepe U CepBepe NPUIIOKCHUH,
MH(GOPMAIIMOHHON CUCTEMBI,

pabounx MECT aJJMHHUACTPATOPOB HHPOPMALIUMOHHON CUCTEMBI.

YacTtora M peXUM PE3epPBHOTO KONMUPOBAHMS YCTAHABIMBAIOTCSA TaKHUM 0O0pa3oM, YTOOBI
o0ecrneynTh MUHIMAJIBHYIO MIOTEPIO JAHHBIX U ONIEPATUBHOE BOCCTAHOBIICHUE.

Hacrpoiika pe3epBHOTO KOITMPOBAHHS M BOCCTAHOBJICHHUS PECYPCOB HH(OPMAIIMOHHBIX CUCTEM
I'BAOY nomxHbBI IPOBOAUTE yIIOJHOMOUYeHHbIe paboTHUKU ['BJIOY .

PesepBHoe KomMpoBaHHME JOJDKHO  OCYLIECTBJISTHCS B aBTOMATUYECKOM  PEXHUME
C TNPUMEHEHHEM OTEYECTBEHHOI'O CIIELMAIN3UPOBAHHOTO CpEACTBA PE3EPBHOTO KOMHWPOBAHUS
C JEHCTBYIOIIMM CEpTU(UKATOM COOTBETCTBUS N0 TpeOOBaHUSM O€30MacHOCTH HH(POPMALUU
OCTIK Poccun.

6 OCHOBHBIE TPEBOBAHUAA K MPOECCAM YIIPABJIEHMSI
NH®OPMAIIMOHHOU BE3OITACHOCTbBIO

MonuTopuHr HHGOPMALIMOHHO 0€30MaCHOCTH

Ha nocrosiHHOM OCHOBE AOKEH MPOBOJUTHCS KOMILIEKCHBIM aHanu3 (QYHKIMOHHPOBAHUS
nHpopmanmonnoit cuctemsl '6JI0Y u Bo3HHMKaromux coObITHIT HHGOPMAITMOHHON O€30TTaCHOCTH.

[Ipouiecc MOHUTOpPHHra CHUCTEMBI OOecriedeHHs] MHPOPMAIMOHHON O0€30MacHOCTH JI0JIKEH
BKJIIOUYATh B c€0sl KOHTPOJIb OPTaHMU3AIMOHHBIX U TEXHUUYECKUX MEp MO 3auiuTe HHOpMauu, aHaIN3
rapaMmeTpoB KOHPUTypauu U HACTPOUKH CPEJICTB 3alUThl HHPOPMAIUK.

[Ipn mpoBeneHWH KOHTPOJIBHBIX MEPONPHSTHI, CBSI3aHHBIX C OLICHKOM peanu3aluu Mep
no 3auute uHbopmanuu B ['BJIOY, ymonHoMoueHHble PaOOTHHUKHM JOJDKHBI MPUIIEP’KUBATHCS
CJIEIYIOLIUX IPUHIUIIOB!

He HapymaTh QyHKIHOHUpOBaHue nesreasbHocty [' B0V,

JNCUCTBOBAaTh B COOTBETCTBUM C YTBEP)KAECHHBIMH OpraHU3allMOHHO-PACIOPSAIUTEIbHBIMU
nokymentamu ['BJIOY mo 3ammute nHbOpManyy;

HE CKpBIBATh (DAKTHI BHISIBJICHHBIX COOBITHI MH(OPMAITMOHHOM O€30TIaCHOCTH;

0(QOPMIISATH OTUETHI, OATBEPHKAAIOLINE BBINOIHEHNE MEPOIPUATHH MO 3aIUTe HH(POPMALIHH.

Wudpopmanus, nNodydeHHass B XOAE MPOBEAEHUS KOHTPOJIMPYIOUIMX MEpPONPUATHH
O JEUCTBUSX, COOBITUSX U MapaMeTpax, MMEIOLIMX OTHOIIEHHE K pealM3aluyd Mep IO 3aliuTe
uHbOpMalKUY, JOJDKHA KOHCOJIMIUPOBATbCA M XPAHUTHCS B MECTaX, MCKIIOYAIOIIMX IOJIydeHHE
K HEW HECaHKIIMOHUPOBAHHOI'O IOCTYTIA.

MOHUTOPHUHT JIaHHBIX O 3apErMCTPUPOBAHHBIX COOBITUAX MH(OPMALMOHHON 0€30I1aCHOCTH
JOJDKEH MPOBOJIUTHCS, 110 BO3MOKHOCTH, C MCIIOJIB30BAHUEM CHUCTEMBI MOHUTOPUHIA MHLUJCHTOB
MHGOPMALMOHHOM 0€30IaCHOCTH MJIM BCTPOECHHBIX MEXaHM3MOB HACTPOMKH U ayauTa COOBITUH
B IPOrpaMMHBIX M HpPOrpaMMHO-allapaTHBIX CPEACTBAX, HCIOJIb3YeMbIX B HH(POPMALMOHHOM
ungppacrpykrype I'b1OY.

Yunpasienue puckamMu

OmnpeneneHne BHYTPEHHMX TpeOOBaHMH MO 3aluTe MHPOPMALUH, AOJDKHBI OCHOBBIBATHCA
Ha pe3yibTaTax IPOBEJICHHsI aHajiM3a PUCKOB HapYyLIEHHs OCHOBHBIX CBOWCTB 0€30IacHOCTH
g uadopmannoHHbIX pecypco I'BJIOY.

OCHOBOI1 OLIEHKH PUCKOB JIOJDKHA OBITH OLIEHKA YCIOBUHM U (PaKTOPOB, KOTOPBIE MOTYT CTaTh
NPUYMHOMN HapyLIEeHUS LIeIOCTHOCTH, KOH(DUIEHIIMAIBHOCTH U JOCTYITHOCTH U1 MH(POPMAITMOHHBIX
pecypcoB I'BJIOY.

Pe3ynpTaToM mpoBeAeHUs aHAlM3a PUCKOB JIOJDKEH ObITh pa3pabOTaHHBIM KOMILIEKC Mep,
HaIIPaBJICHHBIX HA CHM)KEHUE BO3MOYKHOTO HETAaTMBHOIO BIIMSHUSA HAa OCHOBHYIO IEATEIBHOCTbH
I'BIOVYnpu peanuszanuu TOM UM MHOM yrpo3sl 6e30MacHOCTH MH(OPMAIMK U 00eCIIeUNBAIOIINX B
JambHEeHIeM T0CTaTOYHbIN YPOBEHb 3alMIEHHOCTH HHpopMannoHHbIX cucteMm I'BJIOVY.

YnpasieHue MHIMICHTAMH HHPOPMALMOHHOI 0e30aCHOCTH

Jnst oGecriedeHust 3pPEeKTUBHOTO pa3pelieHUs MHIIMACHTOB HH()OPMAIIMOHHON 6€3011acCHOCTH
B ['b/IOY, MUHUMHU3aLIMU NIOTEPh Y YMEHBILIEHUSI PUCKA BO3HUKHOBEHUS MOBTOPHBIX MHIUACHTOB
JIOJPKHO OCYILECTBIIATHCS YIPABICHNE MHIIMACHTaMHU UH(OPMAIIMOHHON 6€30MaCHOCTH.
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Jnst ynpaBieHHsT MHIUJCHTAMU HH(POPMALMOHHONW O€30MacHOCTH JOJDKHA OBITh CO3JaHa
clly’k0a MOHUTOPUHIA M PearupoBaHUs Ha MHUUACHTH MHPOPMALMOHHONW 0€30MaCHOCTH, KOTOPas
MOCPE/ICTBOM KOMIUIEKCAa CPEICTB M MEpONPHATUH A cOopa W KOHCONMMIAIMHU WH(GOpMAIUU
00 MHIMIEHTAX pelaeT AAHHYI0 3ajady. B OTHOLIEHMM Ka)KOTO MPOHM30LISANIET0 WHIUICHTA
pabOTHUKaMU M3 CIYXObl MOHHUTOPHHIAa M pPEAarupoBaHUS HA WHIHUACHTH WH(POPMALMOHHOM
0€30MaCHOCTH JIOJDKEH BBITIOIHSTHCS €r0 aHallu3, U pa3paboTka d(GEKTHBHBIX MEP PearupoOBaHUS
Ha JaHHbIN MHLIUJCHT.

AyauT cuctemMbl o0ecnieueHnst HHGPOPMaLMOHHOI 6€30I1aCHOCTH

B mensx onenku Tekyiero yposHs uHpopmanuoHHoi 6ezonacaoctu ['BIOY Ha perynspHoi
OCHOBE JIOJDKEH MPOBOUTHCS ayAUT MHPOPMALMOHHON 0€30acHOCTH.

BHyTpeHHue aynuThl JOJDKHBI BbINOJHATHCS paGoTHukamu ['BJIOY. B uymcino 3anauy,
pelIaeMbIX IIPU MPOBEIEHUN BHYTPEHHUX ayIUTOB NH(POPMAIIMOHHOMN 0€30MacHOCTH, BXOIAT:

cOOp M aHAJIMW3 HCXOJHBIX JAHHBIX OO0 OpraHM3allMOHHONW M (PYHKIMOHAJIBHON CTPYKType
MH(OPMALIMOHHBIX CUCTEM, HEOOXOAUMBIX Ul OLIEHKU COCTOSHUSI CUCTEMBI 3aIIUThl MHPOpPMAIIH;

aHAJIN3 YTBEP)KICHHBIX OPraHU3allMOHHO-PACHOPSAUTENbHBIX JIOKYMEHTOB IO 3allluTe
nH(pOpMallUK Ha MPEAMET UX MOJTHOTHI U A3PPEKTUBHOCTH, a Takke (GOpMUPOBaHHE PEKOMEHIAIINM
0 UX 10pabOTKe WK Pa3pabOTKH HOBBIX;

obocHoBaHME (UHAHCOBOM A((HEKTUBHOCTH BHOBb MPHOOPETAEMBIX CPEACTB 3aILUTHI
uH(popmaluu;

MIPOBEpKa NMPaBUILHOCTU BEIOOPA U HACTPOIMKHU CPe/ICTB 3alUThI HHGOopMalui, GOpMUPOBaHKE
MPeI0OKEHUI 10 UCHOJIb30BAHUIO MMEIOLIMXCS CPEICTB 3alUThl UHGOPMAIUU JJIsi TMOBBIIICHUS
YpOBHS HaAEKHOCTH U 6e30macHOCTH HHpopMmanroHHbIX cucteM ['BIOY;

aHaJIU3 OTYETOB [0 MPOU3OUIEAUINM HHUUJACHTaM HWHGOPMAIMOHHON O0e30MacHOCTH
U MIPUHATBIM MEpaMm M0 UX Pa3pelleHUIO.

IToBbImEeHNe 0CBEIOMJIEHHOCTH PAa0OTHUKOB

B pamkax opraHuzanuum KOMIUIEKCHOTO TPOTHBOJEHCTBUS yrpo3aMm 0e30macHOCTH
nHpopManuu, wucxomAmuM oT paboTHHKOB ['BJIOY pomkHa TOCTOSHHO TOBBIIIATHCS
WX OCBEJIOMJICHHOCTH B 00JIACTH 3aIIUTHI HH(OPMAIIHH.

[ToBeimenue ocsegomiieHHOCTH padboTHKOB ['B/IOY ocymecTrasercs:

no cymecTByomuM B 'BJIOY opranuzaiimoHHO-pacnopsiAUTEILHBIM TIOKYMEHTAM;

o npuMmensieMbiM B ['BJIOY mepam 3amuTel nHGOpManuu;

10 MPAaBUILHOMY HCIIOJIB30BAHUIO CPEJICTB 3aLIUTHI HHPOPMAIIUH.

7 3AKIIOYEHMUE

[Ipn wm3MeHeHUW ACUCTBYIOIIETO 3aKoHOIaTenbcTBa Poccuiickoit denmeparuu B 00JgacTH
3amuTel  UHGOpMAIMM, a TakkKe OPraHMW3alMOHHO-PACTIOPSAUTENbHBIX JOKyMeHTOB ['BIOY
Hactosmas [loinTrka U U3MEHEHUs K HEW NPUMEHSIIOTCS B 4acTH, HE MPOTHUBOpEYalleldl BHOBb
MPUHATBHIM 3aKOHOJATEIBHBIM U WHBIM HOPMATUBHBIM aKTaM, a TAK)XE BHYTPEHHUM IOKYMEHTaM
I'bAOY.

Bce TpeGoBanHMs, yCTaHOBIIEHHBIE JACWCTBYIOIIMM 3aKOHOAATEILCTBOM Poccuiickoii
Oenepanym, NOA3aKOHHBIMHA AKTaAMWA W JIOTOBOPHBIMH OTHOIIECHUSMHU, a Takxke mnoaxona ['BJIOY
K 00ecreueHn0 COOTBETCTBHUS 3TUM TPEOOBAHUSIM JIOJDKHBI OBITH SIBHBIM 00pa3oM OMpeAeNieHBI,
JOKYMEHTHUPOBAHBI U MOAIEP)KUBATHCSA B AKTyalIbHOM COCTOSHUU.

I'bJIOY B [OpPUOPUTETHOM  HAaIpaBJIIEHUH  JODKEH  pacCMaTpUBaThCad  MEPEXO
a IPOrpaMMHOTO 00OecreYeHre OTEYECTBEHHOTO MPOU3BOIUTENS, BKIIOUEHHOTO B €IUHBIA PEecTp
POCCHICKHX MPOrpaMM ISl SJIEKTPOHHBIX BBIUMCIUTEIBHBIX MAIIUH U 0a3 JaHHBIX. B ToMm uucie
M0 YacTU CEPBEPHOT0, KOMMYTAIIMOHHOTO O0OpYIOBaHHS M MPOTPaMMHO-AIMIMAapaTHBIX CPEICTB
BKJIFOYEHHBIX B EJMHBIN peecTp pOCCUNCKON paguodIEKTPOHHON MIPOLYKLIUH.

[lepecmoTp © BHecEHME M3MEHEHMH B HacTosllyr0 [loJIMTHKY OCYIIECTBISIOTCS
Ha MEPUOIUYECKON U BHENIIAHOBOM OCHOBE.

17



8 CHHCOK UCIIOJb30BAHHBIX HCTOYHHUKOB

1 ®enepanbusblii 3akoH ot 27.07.2006 Ne 149-®3 «O6 wuHbpopmanuu, WHGOPMAIMOHHBIX
TEXHOJIOTUSIX U O 3aIIUTE HHOOPMAIHHY.

2  ®epepanbublii 3ak0H 0T 06.04.2011 Ne 63-D3 «O06 351€KTPOHHON TOJIHUCHY.

3 Tocranosnenne IIpaBurensctBa Poccuiickoir ®enepammm ot 16.04.2012 Ne 313
«O06 yrBepxaeHun [loyoxeHNsI O TUIICH3UPOBAHUH JIEATEIFHOCTH 10 pa3padoTKe, MPOU3BOICTBY,
pacrpocTpaHeHHI0 MHU(PPOBATBHBIX (KpUOTOrpaQHUUECKHX) CPEACTB, MH(POPMAIMOHHBIX CHUCTEM
U TEIEKOMMYHUKAIMOHHBIX CHCTEM, 3allMLIEHHBIX C MCIOJIb30BAaHUEM IIH(PPOBAIBHBIX
(xpunTorpa4ecKux) CpPelCTB, BBHIOJHEHHIO pabOT, OKa3aHUIO yCIyr B oOjactu mmdpoBaHus
nHpOpMAINY, TEXHUYECKOMY OOCITYKMBAHHIO MIH(PPOBATBHBIX (KPUNTOTrpaQuIecKux) CpeiCTB,
MH(OPMALIMOHHBIX CUCTEM U TEJIEKOMMYHHKAIIMOHHBIX CHCTEM, 3alUILEHHBIX C UCHOJIb30BAaHUEM
mUppoBaIbHBIX (KpUOTOrpadUUYecKnX) CpeACTB (3a HCKIIOYEHHEM Cilydas, €ClIM TEXHMYECKOe
oOcinyxuBaHue MUQPOBAIBHBIX (KpUNTOrpapUuecKuX) CpeAcCTB, HH(OPMALMOHHBIX CUCTEM
U TEJIEKOMMYHUKAIIMOHHBIX CHCTEM, 3alllMIIEHHbIX C MCIOJb30BAaHUEM IMIH(POBAIBHBIX
(kpunrorpauyecKknux) CpeAcTB, OCYIIECTBIsAETCS s oOecrnedeHus COOCTBEHHBIX HYXK]
IOPUAMYECKOTO JIMIA WM UHIUBUAYAIBHOTO IPEINTPUHUMATES )).

4 TlocranoBnenue IIpaBurenbctBa Poccuiickoii ®emeparuu ot 01.11.2012 Ne 1119
«O6 yrBepxkJeHMM TpeOOBaHMN K 3alIMTe IMEPCOHANbHBIX JaHHBIX NpU HX 00paboTke
B MH(OPMAITMOHHBIX CHCTEMaX MEPCOHATBHBIX JAHHBIXY.

5 [Ipmkaz OAIICU or 13.06.2001 Ne 152 «OO6 yrBepxkaeHun HWHCTpyKIun
00 opranuzanuu 1 odecrieyeHN 6€30MacCHOCTH XpaHEeHUs, 00pabOTKH U NIepejauu 10 KaHajiaM CBS3U
C HCIOJIb30BAaHHWEM CpEJACTB KpUITOrpapuueckoi 3amuThl HHQOpPMALMM C OrPaHUYCHHBIM
JIOCTYTIOM, HE COJAEpIKaIlleil CBEICHUH, COCTABIIAIONINX TOCYAAPCTBEHHYIO TaltHY».

6 Ilpukaz @OCBH Poccuum ot 09.02.2005 Ne 66 «OO6 yrBepxkaeHun IlomoxeHus
0 pa3paboTKe, MPOU3BOJICTBE, pEeATH3alliU U SKCIUTyaTalluu MU(POBaATBHBIX (KpUNITOTpahHIEeCKIX)
cpeacts 3anuthl nHGopmarmu (ITomokenue [TK3-2005)».

7 IIpukaz ®CTIK Poccum ot 11.02.2013 Ne 17 «OO6 yTBepKaeHHH TPEOOBAHMIA O 3aIIUTE
nH(GOpMAITMU, HE COCTABIISIONICH TOCYJapCTBEHHYIO TalHY, COJACPKAIICHCS B TOCYIapCTBEHHBIX
MH()OPMALIMOHHBIX CUCTEMAX.

8 IIpuka3z ®CTIK Poccum ot 18.02.2013 Ne 21 «O06 yTBEep>KJACHUU COCTaBa M COJICPKAHUS
OpraHU3alMOHHBIX U TEXHUUECKUX Mep 10 00ecreueHUI0 6€301aCHOCTH EPCOHATbHBIX JaHHBIX IIPH
ux 00paboTke B MHPOPMALMOHHBIX CUCTEMaX MEPCOHAIBHBIX JaHHBIX).

9 IIpuka3z ®Cb Poccum ot 10.07.2014 Ne 378 «O06 yrBepkaenun CocTtaBa U colepKaHUs
OpraHU3alMOHHBIX U TEXHUUECKUX MEp 10 00ecredeHn 0 0€30I1aCHOCTU NIEPCOHATIBHBIX JaHHbBIX IPU
ux o0paboTke B MH(OPMAIIMOHHBIX CHCTEMaX MEePCOHANbHBIX JJAaHHBIX C UCHOJIb30BAHUEM CPEJICTB
KpUITOrpapuuecko 3amuThl MH(GOpMAIMM, HEOOXOIUMBIX JUIS BBIINOJIHEHUS YCTAHOBJIEHHBIX
[IpaBurensctBoM Poccuiickoii denepanuu TpeOOBaHWMK K 3allUTEe IEPCOHAIBHBIX JIaHHBIX
JUISL KQXKJIOTO U3 YPOBHEH 3alIUIIICHHOCTHY.

10 TOCT P 51624-2000 «3amwura wuHpOpManMU. ABTOMATU3HPOBAHHBIE CHUCTEMBI
B 3alMILEHHOM HcnojHeHuu. O01mue TpeboBaHus.

11 TOCT P 51898-2002 «Acnektsl 6e30nacHOCTH. [IpaBuiia BKIIIOUEHHS B CTAaHAAPTHI.

12 TOCT P 50.1.056-2005 «Texuuueckass 3amurta HHGopManuu. OCHOBHBIE TEPMHUHBI
U OTIpeCTICHUS».

13 T'OCT P UCO/M3K 27001-2006 «upopmarrionHass TexHOJIOTHs. MeTobl U cpeAcTBa
6e3omacHocTH. CUCTEMbI MEHEKMEHTa HH(POpMaMoHHON 6e30nacHOCTU. TpeboBaHMsD».

14 TOCT P 50922-2006 «3amuTa napopmaru. OCHOBHbIE TEPMHUHBI U OIIPEICTICHUSD.

15 TOCT P 51275-2006 «3amura uHpopmanuu. OObekT uH(popMaTH3auuu. PaxToOpBhI,
BO3/IeHicTBYIOIME HAa HHPopMaLuto. OOIIue MOI0KEHUS.

16 TOCT P UCO/MBK TO 13335-5-2006 «WubopmammionHass TEeXHOJOTUS. MeToIbI
U cpencTa obecriedeHus: OezomacHocTH. YacTh 5. PykoBOACTBO MO MEHEIKMEHTY 0€30MacHOCTH
CETH».
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17 TOCT P HCO/TO 13569-2007 «®DunHaHCOBBIE  yCcIyru.  PexomeHmanuu
10 HHPOPMAITMOHHOM 0€30MTACHOCTI.

18 T'OCT P UCO/M3K 27005-2010 «MupopmMannonHas TeXHOJIOTHA. MeTo/bl U CpeicTBa
obecrieyenus 6e3omacHOCTH. MeHeKMEHT prcka HH(OPMAITMOHHOH 0€301acHOCTIY.

19 T'OCT P UCO/M3K 27004-2021 «MudpopmanmronHas TeXHOJIOTHsI. MeTobl U CpecTBa
obecnieueHus 6e3omacHocTi. MeHeKMEeHT HH(POpPMAIIMOHHOM 6e301macHOCTH. MOHUTOPHUHT, OIIEHKA
3alIUIIEHHOCTH, aHAJIN3 M OIICHUBAHUEY.

20 TOCT P 51897-2021 «MenemkMmeHT prcka. TepMUHBI 1 OTIPEACTICHUSD.

21 TOCT P 52069.0-2013 «3ammura wuapopmanmu. Cucrema craHgaptoB. OCHOBHBIE
TIOJIOKEHHUSI.

22 Konuenmus UH(POPMAIIMOHHOW 0e30macHoCTH WCTIOJTHUTEIBHBIX OpraHoB
rocynapcrBenHoi Bnactu Cankr-IlerepOypra ot 20.02.2023.
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[MpowwTo, Np epoBaHo N ckpenieH”
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[IOKYMEHT NOAMUCAH 3MEKTPOHHOM NOAMUCHIO

FOCYAAPCTBEHHOE BIO/DKETHOE JOLLIKOJIbHOE OBPA3OBATEJ/IbHOE 26.06.23 13:55 (MSK) CepTudukat 3876E72AE0799904173DEB66DAD78CCE
YUYPEXXEHVE JETCKUWN CAZ] N2 63 MPUMOPCKOIO PANOHA
CAHKT-METEPBYPTA, Llepbatbix EneHa AnaTtonbesHa, 3ABEAYIOLLINN




